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1 Introduction

This guide helps trading partners of Telekom to install and configure AXWAY Synchrony
Endpoint Activator Version x.x to trade business documents with the Telekom ebXML-Gateway.

This Step-by-Step guide is based on the following assumption:
o  AXWAY Synchrony Endpoint Activator Version 5.9 or higher
o Message protocol: ebXML 2.0
e Transport protocol: HTTPS
o File-based backend integration on partner side.

It describes the Step-by-Step installation of Activator on a Windows OS. Installation on Unix OS
or Linux OS has to be executed in an analogues way.

ATTENTION:

The on-hand Step-by-Step Guide does not substitute the official administration documentation
“Installation and Configuration Guide Synchrony Endpoint Activator”. It only outlines the steps
which are necessary to connect to Telekom’s eb XML Gateway.

The Screenshots inside this document might slightly differ from the actual installation, depending
on the version being installed.

1.1 Step by Step

We recommend performing the procedures in the following steps:
1. Install Axway Activator
2. Initial setup of your community
3. Send your community data to Telekom

4. Import CPA file.
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2 Install Axway Activator

2.1 Preconditions

Use this procedure to install AXWAY Synchrony Activator on a computer that has any of the
following Windows operating systems:

= Windows XP Professional Edition with Service Pack 1 or later
=  Windows Vista Business/ Enterprise

=  Windows 7 Professional 32 Bit

=  Windows Server 2003

=  Windows Server 2008

If you have a computer that uses a Linux operating system, see the Administrator’s Guide for the
steps. The guide also lists the required hardware and software for operating systems.

Before you install, you need the AXWAY Synchrony Activator software and the license.xml file
for it. The installation wizard prompts you for the location of the file.

To avoid possible problems later, make sure your computer’s time and date are accurate before
you install AXWAY Synchrony Activator.

To install on a Windows computer, you must have Internet Explorer 6 or later on the machine.
The installation process requires IE to install AXWAY Synchrony Activator Version 5.9. or
higher.

Close any applications that might be running.

2.2 Installation Wizard

After you have extract the zip file from the CD or the AXWAY download site in a temporary
directory e.g. c:/tmp/activatorX.X, double-click the setupWin32.exe file to launch the installation
wizard. This is a self-extracting executable archive file.

The following screen has to be shown on display:

(The Screenshots inside this document might slightly differ from the actual installation,
depending on the version being installed.)
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g Synchrony Installer

?-
U Axway
y axway VWelcome

LN
R,

=> Welcome
Welcome to the Synchrony Installer (V4.3.1)

To continue, clicl Mext

License
Instaillation mode
Installation architecture

) Synchrony Installer documentation
Synchrony directory

Docurnentation
Components
Component dialogs Axwray Support website
Installation httpedisupport. ssmwray. com
Summary

Asowray Software
bt /ey aRwaTY. COtn

Documentation

.
T

Follow the prompts for installing the AXWAY Activator

g& Synchrony Installer
’/ -
g Axway
axway License agreement

»> License
Installation mode

Installation architecture Ag with other software, Asmaray softweare 15 subject to warranty dizclaimers and
symchrony directony liahility limitations, including (but not limited to) the following:
Components
Component dialogs The software, and all accompanying files, data, and materials, are distributed "as is"
Installation and any labiity of Axway Software, as owner or distributor, of the software will be
Summary limited exclusively to refund of the license fees paid by the licensee.

In addition, this wersion of Synchrony platform software 15 subject to the complete

Aooway License Agresment, that you received with the software.

Documentation I agree that by selecting the "Accept” option below, that I hawve read the License

Agreemnent, and [ accept all terms and conditions of the License Agreement.
Mote: You are a regular user.
Fou are not able to install apphications i serwice mode.

" 1do not accept the terms of the license agreement.

1. You have to accept the License Agreement.
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#£% synchrony Installer

g' AXway
X axway ] Installation mode

e

== Installation mode  Advanced
Installation architecture Select to install a cluster, external database or to customize ports.
Synchrony directory
Components
Component dialogs
Installation i+ Standard
Summany Select to install Synchrony components with default settings.

Documentation

2. Choose the standard installation

&% Synchrony Installer

g Axway
\ axway 8| synchrony directory

AN

-Specify the directory where you want to install Synchrony components and
documentation.

Installation name
}waa\,-'

Installation directory

== Synchrony directorny

Components }T:'l,work'l,test'l,vS.9.D'|,Axway'|,5ynchrony'l, _I
Component dialogs Existing Symchrony root directories

Installation

Sumimary

Documentation

3. Choose the location where the activator will be installed.
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é".'gSynchrony Installer
=
U Axway
> axway

ﬁ Synchrony components

N

Select the components that you want to install.

Axway Synchromy V4.3.1
g------liiate'nn'ayr Interchange v5.9.0

Install ~
Install ~

=» Componenis
Component dialogs
Installation
Summary

Documentation

4. Select all components to be installed.

é’"g, Synchrony Installer

?-

’;axway

Mo
L

Synchrony Gateway Interchange
Modules

1

Click Mext to configure the component and its modules one at a time, returning to this
screen before continuing. Click a module to deselect it

Synchrony Gateway Interchange V5.9.0 (Installation directory to define)
"""" vl Gateway_Interchange (Ready to configure)

=> Component dialogs
Installation
Summary

Documentation

5. Continue with the installation by clicking “Next >>”
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ﬂ!g Synchrony Installer

i |

>
g Synchrony Gateway Interchange
\ axway |

Installation directory

Installation directory

IT:'l,work'l,test'l,vS.9.D'l,Axway'l,Synchron\,-"l,Gateway_Interchange {iie |

=» Component dialogs
Installation
Sumimany

Documentation

r

6.
7. Enter the location of the AXWAY Interchange

é'g, synchrony Installer

?‘
e Synchrony Gateway Interchange
axway j

\ Upgrade Information

R

If you have a different or previous version of the product

installed on this machine, you may he able to use data from
that installation in an upgrade process.

. {* Not Upgrading

=> Component dialogs
Installation " Export 4.x profiles
Summary

= Upgrade from 5.%

Location of previous installation

Documentation

8. Select the button “Not upgrading” if you install the Activator the first time. The location of

previous installation isn’t used in that case.
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&% synchrony Installer

e Synchrony Gateway Interchange
\

axway | License file location

A

Enter the location of the license file
h Sworkibest Acway Activatori, 2.0_B4331icense. xml _I

== Component dialogs
Installation
Summany

Documentation

N

9. Select the location of the license.xml file.

gg, Ssynchrony Installer

|
g Synchrony Gateway Interchange
\ axway Common directory location

Enter the location of the shared directory to store documents
and other files. If you plan to run the application on multiple
machines in a cluster, the directory must be available to all
of the machines.

=» Component dialogs
Installation
Sumimany

NOTE: Potentially large amounts of data will be stored here.

Common directory location

IT SworkibestvS 9.0 Axway Synchrony Gakeway _Interchange)common o I

Documentation

.

10. Enter the directory name where the messages and backups are stored. This is just the
common folder. Other folders for in- and outbound messages can be chosen during the
configuration of the AXWAY activator (s following chapters).

Installation and Configuration Axway Activator Page 7



2013-01-28

é‘gs‘yn\:hruny Installer
e

@ Synchrony Gateway Interchange

\ axway Install service

N~

By installing the application as a service, YWindows can start
the application during the Windows system initialization
process and stop the application when Windows is shut down.

If you do not install the application as a service during the
installation, you may do so later manualhy.

== Component dialogs Do you want to install the application as a Windows Service?

Installation
= No
Summany
= Yes
Caution!

i you are upgrading and currenthr have the application
installed as a service, yvou MUST HOT run it until it has
heen reinstalled!

Documentation

,"f‘

|

11. The installer ask you whether to set up the Activator as a Windows Service. You can set up
this service later. See Administrator’s Guide Run as a Windows Service on page 21.
Caution: You must have administrator rights to install a Windows Service.

12. Afterwards are general note is displayed and a installation summary is displayed.

&% Synchrony Installer

?
eaxway | Ready to install

"

R

You have completed the configuration for this component and its modules.
Click Install to continue the installation process.

Initialize install directory
+ Write Component Properties Files

Initialize install directory

Wrrite Component Properties Files
Copy jre files

Copy common files

Copy windows files

Copy product files

Copy help files

Configure database

Finish installation

Finish installation

=> [nstallation
Summany

Documentation

13. Complete the installation by clicking in “install”.
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__ Synchrony Installer
u Axway
\ axway | Summary

o,
.,

Below is the status of the installation.
Click "Finish" to exit the installer or "Update now" if you want to update your installation.

Synchrony Installer ¥4.3.1
Installed in CADEWVWS. 5. IVAway\Synchr oy

Component: Gateway Interchange V5.9.0
Installed in CADEVWS, 9. IVAxway\SynchronyGateway Interchangel

»» Summary

Documentation

14. The last screen tells you the successful installation!
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3 Initial Setup

3.1 Precondition

Before you can start and configure the Activator for communication with Telekom’s Axway

Interchange you have to start the AXWAY Synchrony Activator Server.

e In Windows Explorer, go to the Activator directory Activator/bin and double-click

startServer.cmd.

A command window is displayed as the server is starting. Be aware that starting the server the

first time will take a few minutes, because the internal database has to initialize.

C:\WINDOWS\system32\cmd.exe - startServer.cmd
C:~DEUsAxwaysActivatorshin>startServer.cmd

G~ DEUSNAxwaysActivatorsbin>"C:sDEUNAxwaysJavaswin—x86s jrebshinvjava' —Hms256m
—Hnx256m —Daxway.haboob.heap.initial=¥ns25%6m -Daxway.haboobh.heap.maximum=Emnx256
m —classpath ..“~classes;..“conf;..“corelib“com.axway.cluster.execu
tive—-1.3.4.jar —-Daxway.cluster.executive.port=5187 —Daxway.ezh.home=
—Daxway. interchange . home =C:~DEU~Axway~Activator —Daxway.cluster. logDir=0C
DEUMAxwaysActivatorslogs —Daxway.cluster.executive .enabhled=false
—Dlog4j.configuration= -Daxway.cluster.debugOptions= —Daxway.cluster._node. log
GC= —Daxway.network.machineName =DBZMC36 —Daxway.network.shortName=DBZMC36 -D
axway.network. longName =DBZMC36 .de.ad.tmo —Daxway.network.name=DBZMC36 COMm.axuwa

v.cluster.executive .Executive

The Executive has started. Enter "stop" to exit.
Mode server: Starting
Mode server: Started

The message “Server Startup Complete” appears when the server has started. Do not close the

window, because this would stop the server.

When you are ready to logon, point your browser to URL.:

e http://localhost:6080/ui.

Installation and Configuration Axway Activator Page 10
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Localhost is the variable to use when the browser and Activator are on the same computer. If the
browser is on a remote computer, use the fully qualified domain name or IP address of the server
rather than localhost.

a http://ds41701a.msne.detemobil.de:6080/ui/ - Microsoft Internet Explorer = IDIﬂ
Datei Bearbeiten  Ansicht  Fawvoriten  Exbras 7 | .-?
S ¥ -1} ; 5 B' A .
@ Zuriick 0 @ @ \h p Suchen N Favoriten @ = E |_J ﬁ
Adresse @ http:jfds41701a.msne . detemabil. de: 6080 /uif j Wechseln zu | Links * % -
.

business. in motion.

User ID: |

Password: |

7 Remember my user ID

—

@ Fertig ’_ ’_ ’_ ’_ ’_ @ Local inkranet 4

The User ID is “admin”.

The initial password is “Secretl”.
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%) Anway Synchrony Gateway Interchange - root administrator on localhost - Mozilla Firefox

=10l x|
Datei  Beatbeiten  Ansicht  Cheomil  Leseseichen  Extras  Hilfe
)Jv c x N Iﬁ |http:,l’,l’localhost:608D,l’ui,l’core,l’lnitiaISetup ﬁ = |'|Google ),\
£ Meistbesuchte Seiten ething Skarted 5 | Latest Headlines = allaba...
|.£] Meisthesuchite Seiter 3 Getting Started 5| Latest Headines €] 0ASIS ebixML Collab
Logout =

Getting started

[E Introduction

Below is a list of tasks designed to assist you in setting up your system. In front of each task is a status icon indicating
the status of each task.

Status icons: [ | Mot started
¥ Incomplete
&‘.fCDmpIeted

Y¥ou also hawve the option to not display this page again. Do not show this page again

g Configure outgoing e-mail server
This is the server the system uses to send outgoing e-mail by default.
2 Change the password for the root administrator user

The root administrator user's password is set to the default value. It is recommended that you change the
password for security reasons.

Set up trading

as i
=1 Set up a community

If a first-time user, you are prompted to create a community and then configure it. If you created a community
earlier, but paused before completing the job, you are taken to a summary page where you can complete the
setup. & community identifies you and the way you want to receive and process messages. & community also
defines the partners in your trading group. You are prompted to add a partner as a step in building your

carmmunity.

Fertig

sl

After login the “Getting Started” page opens.

Before you complete the setup, change some Administrators data like name, Email-Address and

the Password for security reasons. Therefore, click on “Recent users->root administrator”.

Installation and Configuration Axway Activator Page 12
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¥ Axway Synchrony Gateway Interchange - root administrator on localhost - Mozilla Firefox

el 5'
Datei  Bearbeiten  Ansicht  Chronik  Lesezeichen  Extras  Hilfe
_k:d" c x Lg_r ||j |http:,l’,l'localhost:6DBD,l’ui,l’core,l’InitiaISetup ﬁ o |'|G00gle )’-)

@ Meistbesuchte Seiten ’ Getting Started 5 | Latest Headlines 'Lq 0ASIS eb¥ML Collaba. ..

——
Lagaut =

Users and roles
Getting started Haliage uscts
Add a user
Manage roles

S Introduction Add  role I

em. In front of each task is a status icon indicating

Below is a list of tasks designed t¢ Change my user account

the status of each task. Change global settings
Recent users
Status icons: [ | Mot started root administrator

¥ Incomplete
f Completed

You also have the option to not display this page again. Do not show this page again

Set up your system

5 ﬂ Configure outgoing e-mail server

This is the server the system uses to send outgoing e-mail by default.

2, Change the password for the root administrator user

The root administrator user's passwaord is set to the default value. It is recommended that you change the

passwaord for security reasons,

as i
3 Set up a community

If a first-time user, you are prompted to create a community and then configure it. If you created a community
earlier, but paused before completing the job, you are taken to a summary page where you can complete the
setup. & community identifies you and the way you want to receive and process messages. & community also
defines the partners in your trading group. You are prompted to add a partner as a step in building wour

rormrnity

The following screen will be displayed, where you are able to input the root administrators data.

Installation and Configuration Axway Activator
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3 Auway Synchrony Gateway Interchange - root administrator on localhost =10] =]
Datei  Bearbeiten  Ansicht  Chronik  Lesezeichen  Extras  Hilfe
i; F B c x ', I |j |http:,I',I'Iocalhost:608D,l’ui,l'core,l’users,l’UserModify?userId:admin 7 IleoogIe )T'
|2 Meisthesuchte Seiter % Getting Started = | Latest Headlines ﬂ SASIS ebXML Collabo.
A— ; — . =
uﬁe & ', '0‘ 1]‘ y 2 Users and roles “J Help Logout
Change user: root administrator
General | Alternate contal:t| Date/Time |
User 1D: admin
Current login: Sep 8, 2010 02:12:01 PM CEST
Last successful login: n/fa
User name: IrDDt administrator
Email address: % Iadmin@t*mobile.de
Phone number: |+49 228 936 31028
Or pick a task
¥ Change this user's password
Fertig y

After changing name, the Email address and the phone number click on “Change the user’s
password”. Change the password and save. Some input for “Alternate contact” is optional.

After saving changes a click on the Red Home icon allows you to go back to the “Complete

Initial Setup” page.

Installation and Configuration Axway Activator
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%3 Anway Synchrony Gateway Interchange - root administrator on localhost - Mozilla Firefox _ 3] x|

Datei Eearbeiten  Ansicht  Chromik  Lesezeichen  Extras  Hilfe

(s hd c :}% h ||:] |http:,l',l'localhost:6080,l'ui,l'core,l'Homepage 1:}( - |'|G00gle ,

| 8] Meistbesuchte Seiten P Getting Started 5 | Latest Headlines 8] OASIS ebixML Collaba...

| Help Logout =

Welcome, root administrator Current login: Sep 8, 2010 02:12:01 P CEST
,gf Tasks B  [d Message tracker =]
Title State All messages-last 1 hour
Complete initial setu All messages-last 2 hours
LR ERR ] SRl - E
T Chanoe password for the admin user  Mew All messages-last & haurs

All messages-last 24 hours

T i i q Y
There must be at least one Community Mew E Silot mace Snoeaer 7oaave

t There must be at least one Partner Mew Megative response-last 7 days
uick search
g'g Communities =] Q

From: || A}J
Trading in the last I 1 hour 'I Update

Comrmunity or partner name, or

rauting id o
Mo statistics have been gathered. Click update to retrieve them. To: I— _ﬁ.J
Thera are no communities, Add a community Sarnrunity or partner narne, ar
rauting id
Status: Any -

Document ID: I
Message ID: I

Date: |Originati0n date j

& within the last 7 days
 Specify the dates

Fertig

Kl

Click on “Complete initial setup” to return to the “Getting Started” Window.

The last step for Initial Setup is the configuration of the global external SMTP server. You should
configure a global external SMTP server. The Activator might use this SMTP server for sending
alert messages, for example.
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%} Anway Synchrony Gateway Interchange - Foot . la Firefo: 10} x|
Datei  Eearbeiten  Ansicht  Chronik  Lesezeichen Extras  Hilfe
is - c X & I |j |http:,l',l'localhost:608D,I'ui,l'sysmgmt,l'SmtpServerCFg bR |'|Goog|e )-.'

|£| Meistbesuchte Seiten , Getting Started 5 Latest Headlines q 08515 ebXML Collabo...

..ﬁ. .E’:'O gSvstem managementm Help Logout

Configure the global external SMTP server

The system uses this SMTP server as the default for sending e-mail messages. For the server name, type a fully qualified

domain name or IP address. SMTP servers narmally do not require a user name or password to connect, but check with yvour
e-mail administratar,

If you are a trading engine user, you have the option of using this server or another for sending messages to partners,

Server nameis  |mail.detemobil.de
Paort:# |25
User name: I

Password: |

Confirm password: |

Test..| Sawe changes

Enter the values:

e Server name: address of your SMTP mail server e.g.: mail.detemobil.de
e Port: SMTP Porte.g.: 25
If a user/password pair is necessary, depends on your SMTP server configuration!

The configuration of a global SMTP server is only necessary for sending alerts emails for
monitoring.

The SMTP server isn’t used for the connection to the Telekom ebXML gateway.

After saving the changes go back by clicking the Red Home icon. The open tasks for the initial
setup are listed:
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Axway Synchrony Gateway Interchange - root administrator on localhost - Mozilla Firefox - 1Ol x|

Dakei  Bearbeiten  Ansicht  Chronmik  Lesezeichen  Exktras  Hilfe

6 N c x B ||:] |http:,I',I’Iocalhost:SDSUIui,fcore,I'Homepage ‘f:ﬁ - |'|Google ,'-\'

5| Meistbesuchte Seiten etking Skarted 5. | Lakest Headlines = ollabo...
|2] Meisthesuchte Seiten P Getting Started 5 | Latest Headl &) 0ASIS ebXML Callab

Logout =

Welcome, root ad ministrator Current login: Sep 8, 2010 02:12:01 PM CEST
M Tasks = @ Message tracker =
Title State All messages-last 1 hour
Complete initial setu All messages-last 2 hours
Lamplete Intlal setun - ges-
T Chanoe password for the admin user  Mew &ll messages-last 6 hours

All messages-last 24 hours

T
There must be at least one Community MNew Failed messages-last 7 days

T There must be at least one Partner Mew Megative response-last 7 days
uick search
5% Communities = 2
From: |
Trading in the last I 1 hour j' MJ Cornmunity or parkner name, or
routing id e

Mo statistics have been gathered. Click update to retrieve them. s li _

There are no communities. Add a community foz:'i‘r:‘;‘-'i";t'r' orpathernEme;or

Status: I any vI
Document ID: |
Message ID: I

Date: I COrigination date LI

@ within the last 7 days

 Specify the dates

Fertig

a

Go to “Complete initial setup”
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3.2 Create a Community

When the configuration of the root administration data and of the global external SMTP server is
finished, you have to set up your trading community.

) axway Synchrony Gateway Interchange - root administrator on localhost - Mozilla Firefox = | Ellil

Datei  Eearbeiten  Ansicht  Chronik  Lesezeichen  Extras  Hilfe

i;va c x oy Iﬁ |http:,l’,l’localhost:608D,l’ui,l’core,l’InitiaISetup ifr’ il |'|G00';|9 )‘

Meistbesuchte Seiten ’ Getting Started 5 | Latest Headlines &) ©ASIS ebyML Collaba...
LS

Help Logout =

Getting started

B Introduction

Below is a list of tasks designed to assist you in setting up your system. In front of each task is a status icon indicating
the status of each task.

Status icons: Mot started
¥ Incomplete
{Q‘!CDmpIeted

Y¥ou also have the option to not display this page again, Do not show this page again

Set up your system
g Configure outgoing e-mail server
This is the server the system uses to send outgoing e-mail by default,

P} Change the password for the root administrator user

The root administrator user's password is set to the default value. It is recommended that you change the
password for security reasans.

Set up trading
a9 i
i Set up a community

If a first-tirme user, you are prompted to create a community and then configure it, If yvou created a community
earlier, but paused before completing the job, you are taken to a summary page where you can complete the
setup. A& community identifies you and the way you want to receive and process messages. A community also
defines the partners in your trading group. You are prompted to add a partner as a step in building your
community.

s

| Fertig

As the next step, you should setup your community. So, click on “Set up a community” inside the
admin console. The “Add Community Wizard” opens. You should create the new community
manually by clicking on the corresponding radio button.

Installation and Configuration Axway Activator Page 18
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) aAxway Synchrony Gateway Interchange - root administrator on localhost - Muzillla;ﬁl:_e'fﬁg = |EI|5|

I |j |http:II',I'Iou:th-:-st:GDBDII'ui||'|:-artychg’IocaIMddPartyWiz i%

4

| »

Help

Choose the source

Choose how you would like to create a new community
Choose the source

Profile information EManually create a new community profile

6] Import a backed-up CIS community and its partners in a compressed file
 Import the CI4 profile infarmation from a file

o Import all CI4 profiles found in a directory on the server

Cancel | Next » ]

4| | »

| Fertig

The wizard prompts you to provide necessary information about your community. Please, insert

the data corresponding to the Default of Telekom as below. The items with red and yellow flags
are mandatory!

e Community name: will be given by Telekom ebXML-Team
(typically Company name of the customer)

¢ Routing ID: will be given by Telekom ebXML-Team

o ebXML party ID type: always "string"
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¥ Axway Synchrony Gateway Interchange - root administrator on Iucalhnst—l“l'nzill_a F|l‘ i o o] |
I ﬂ |http:,I',I'Iocalhost:EDBD,I'ui,l'partych,l'IocaI,l'F\ddF‘artyWiz ’ui?
Help =
Create a community
Choose the source Provide the following information to create a community. Later you can complete
the configuration.
Profile information
Community name: |Cust0mer Mame
Contact name: Ipeter Kunde
Phone number: |
E-mail address: IF‘eter.Kunde@Kunde—der—tm.de
Provide a routing ID to use when sending messages.
Type a unigue ID in the routing ID field. For ebXML traders only, enter an ebxML
party ID type only if the routing ID you enter is not a URL.
Routing ID: IR\,.'123
eb®ML party ID type: |S}tring
Select whether to add a certificate.
# vas, launch the wizard to add a certificate
© Mo, if I want a certificate T will add it later
Cancel| «Back| Finish|
-
1| | »

Ferkig

The here used values are only examples !!
Please do not forget to launch the wizard to add a certificate by setting the radio button!
Now you have inserted all necessary company information.

The next step during the initial setup is to create a certificate.

3.2.1 Create a Certificate

When you set the radio button “Yes, launch the wizard to add a certificate” the following screen
is displayed. This should be the typical way! You can add a certificate later by clicking on the
“Certificate” Icon on the Community Screen. The process for adding a certificate is identical for
both ways.
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9 Axway Synchrony Gateway Interchange - root administrator on localhost - Mozilla Firefos -0} x|

I |j |http:,l',l'localhost:E;DEED,I'ui,I'partych,l'security,l'CertnddWiz 5
Help

Enter the certificate information

Add certificate Community: Custorner Name

= Please enter the following information for the desired self-signed certificate.
Request certificate

Review certificate

request Select the key type
View certificate ¥ Single key certificate
details

" Dual key certificate

Key length: |1gg4 -I

valid for:# |2 |‘\-’ears j

Mote: The larger the key length you select, the longer the certificate generation
process will take. Large key lengths could cause the generation to take sewveral

minutes.

MJ « Back | Next »

4

| Ferkig

Just follow the prompts in the Certificate Wizard. The following selections need to be done:
e Create a self-signed certificate
o Single key certificate with
e Key length 2048 bit

o Valid for 2 years.

After this step, you have to review your choices and the certificate details are presented.
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) Axway Synchrony Gateway Interchange - root administrator on localhost - Mozilla Fir'e o ] |

I |_L] |http:,l',l'localhost:6080,1'ui,l'partvcfg,l’security,l'CertAddWiz w2

|»

Help

View certificate details

Community: Customer Name

Add certificate

Request certificate

Review certificate Type a name to help identify this certificate.
request

Name:# |mierbach_20100908_2012090¢]

view certificate ) _— y
details ¥ Make this the default signing certificate

I Make this the default encryption certificate
" Make this the default certificate for SSL client authentication

Certificate details

Field Value

Wersion 3

Issuer CM=Peter Kunde, O=Customer Mame

Serial number 3905b01fb5493chS4d2f067fdSccto2e

Subject CH=Peter Kunde, O=Customer Mame

Walid to Sat Sep 08 14:31:41 CEST 2012

wWalid from Wed Sep 08 14:31:41 CEST 2010

Signature algorithm shalWwithRSAEnCryption

Public key information rsaEncryption(1024) _ILI
»

4] |

_@_@ncel] « Back  Finish
4| | »

Fertig

Telekom recommends to use the following schema for the name of the certificate:
e <your RoutinglD>_<valid from>_<valid to> >

Ensure that this certificate is default for signing and encryption but not for SSL client
authentication. When you press the Finish-Button the Community-Screen is shown.

Now your community has been created, but you must complete the set up before you can trade
messages.

To complete the set up of your community you have to perform the following tasks:

e Add a Delivery exchange for sending messages to your partner and receiving messages
form your partner
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e Add an Integration delivery for delivering received messages
e Add an Integration pickup for picking up messages which should be sent to your partner

e Add (at least) one trading partner.

3.2.2 Exchange for Picking up Documents

You have to define how the documents you want to send to Telekom are picked up by your
Activator System. You have various options for how to integrate your backend system, including
file system based and JMS. They are described in detail in the chapter “Delivery exchanges” of
the AXWAY Synchrony Activator Administrators Guide. One of these possibilities, file system
integration, is described in this section.

The tasks listed above are shown when you click the Red Home icon in the upper left corner of
the user interface. If you select “Set up a delivery Exchange for picking up messages from
integration” you first see the “From address” screen:

¥) axway Synchrony Gateway Interchange - root administrator on localhost - Mogzilla Firefox. i -10] =i

I |_] |http:,l',l'localhost:6DSD,I'ui,|'partycfg,l'integration,I'DeliveryExchangeWiz?isConsumer:true&jslntegration:true o

From address

Delivery exchange for picking up messages from integration

From address { : ; ;
Use these settings to configure how the system determines who is sending the message.

To address
Choose transport %% slways parse for the address. Regardless whether the message protocol provides the
protocol address, always parse the document for the address.
¥ 1 the document is EDI, parse for the address
[T If the document is XML, use ¥Paths to locate the address

Document type: ISeIect a document type =

Mote: Selecting a docurnent type is only for uze in filling in a2 sample xpath

belaw,
From ®Path: | HPath..,
From ¥Path: | wpath...
From xPath: | wpath...
" Specify the address, Always use a fived address,
Fpar | Pick party...
Cancel | Nexnt » o
4| | »

Ferkig

™

Just affirm the default settings and click the next button.

Installation and Configuration Axway Activator Page 23



2013-01-28

The “To address” screen opens:

From address

To address

Choose transport
protocol

Enter transport
settings

Name the delivery

To address

Delivery exchange for picking up messages from integration

Uze these settings to configure how the system determines to whom the message is
being sent.

address, always parse the document for the address,
¥ If the document is EDI, parse for the address
7 If the document is #ML, use ¥Paths to locate the address

exchange
4 Document type: |Select 3 document type =l
Mote: Selecting a docurnent type is only for use in filling in a2 sample xpath
belaw,
To ¥Path: | m
To ®Path: | W
To #Path: | ®Path
© Specify the address, Always use a fized address.
To: |
< | 3
| Fertig

R

Again affirm the default settings. Next the transport protocol has to be defined. We assume that
you want to use “File System” integration.

Installation and Configuration Axway Activator Page 24



2013-01-28

¥ Arway Synchrony Gateway Interchange - root administrator on localhost - Mozilla Firefos v |E||5|

I |j |http:,I',I'Iocalhc-st:GDBD,I'Ui,l'part\,ﬂ:fg,l'integration,l’DeIiveryExchangeWiz ﬁ

HeI'E_

| »

Choose transport protocol

From address Delivery exchange for picking up messages from integration
To address Choaose a transport protocol to add,

Choose transport

protocol CipTe

Enter transport O sFTR
settings  File system
Name the delivery © Ims
exchange

© IBM MQSeries

© weh services API server

| Fertig 5

Clicking on the next button will lead you to the “Configure the file system setting”.

) Axway Synchrony Gateway Interchange - root administrator on localhest - Mozilla Firefox § A |EI|5|

I |j |http:,l',l'localhost:6080,l'ui,l'partycfg,l'integration,l'DeliveryExchangeWiz ‘T_:?

Configure the file system settings

From address Delivery exchange for picking up messages from integration

To address Complete the following fields for this transport,

Choose transport

protocol Enter the directory path. This must be a directory on the trading engine server's file
system, If the directory does not exist, the system creates it, If you use the trading

Enter file system engine in a multiple computer cluster, make sure the directory is shared.

settings

Directory name: IC:/C\,rclonelfcommon/datafout
[Exarmple: Ci%ternp or fusrtemp)

Mame the delivery
exchange

< | »

| Fertig 4
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Here, you have to decide in which directory path the files need to be stored, before they are
transferred to Telekom. Telekom recommends the directory name “common/data/out” under the
Activator installation directory.

Once you have finished “Delivering Exchange to picking up”, you will return to the Community
Screen automatically.

3.3 Setting up Your Delivery Exchange

To set up a delivery exchange, select your community from the Trading configuration main
menu, and select Set up a Delivery Exchange for receiving messages from partner on the list of
open tasks.

You will see a page like this:

) Auway Synchrony Gateway Interchange - root administrator on localhost - Mozilla Firefox oy ] 4

I |j |http:,l’,l’localhost:60BD,l’ui,l'partych,l'IocaI,l’DeliveryExchangeWiz?isLocaI=true&party1d=962 %r

Choose message protocol

Delivery exchange for receiving messages from partners
Choose message

protocol Community: Customer Name

Choose the type of message protocol you would like to set up,
Choose transport
protocol

e o
Enter transport EDIINT AS1 (e-mail)
settings " EDIINT 452 (HTTP)

Name the delivery T EDIINT AS3 (FTR, SFTR)

EaSHBUEE C gecure file (HTTR, FTP, SFTP, file system, IMS, IBM MQSeries, WebDAYY

© Generic e-mail (SMTP/POR)

C webh services (HTTP)
C No packaging (HTTP, FTP, SFTP, file system, JMS, IBM MQSeries, WebDav)

(Cancel | Next »

«| | »

| Fertig 4

Select ebXML as message protocol. Telekom decided to use ebXML to communicate with
partners.
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On the next page you have to select HTTP as transport protocol:

%3 Axway Synchrony Gateway Interchange - root administrator on localhost - Mozilla Firefox

I ﬁ |http:,l',l’localhost:GUEiEl,l’ul,l’partych,l’Iocal,l’DellveryExchangeWlz?lsLocaI:true&partyId:gsz

Choose message
protocol

Choose transport
protocol

Enter transport
settings

Name the delivery
exchange

41

Choose transport protocol

Delivery exchange for receiving messages from
Community: Custorner Name

Choose a transport protocol to add,

partners

Fertig
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3.3.1 Using HTTPS

If you have chosen to use HTTPS as transport protocol, you will see the following page to choose
the HTTP transport type:

%3 Arway Synchrony Gateway Interchange - Foot administrator on localhost - Mazilla Firefon _1of x|

I |:] |http:,l’,l’localhost:6080,|’ui,l'partycfg,l'local,l’DeIiveryExchangeWiz 5,}

H'e'|'E =

3

Choose HTTP transport type

Choose message Delivery exchange for receiving messages from partners

t | d
e Community: Customer Name

Choose transport

protocol Choose the type of HTTP transport.

Choose HTTP transport
type

Enter HTTP URL

© Use the system's global embedded HTTP server
C Use staged HTTP web serviet

& pefine a new embedded HTTFP or HTTRS server
Name the delivery
exchange

Cancel| |« Back | Next»

4| | »
| Fertig 4

Select the last item Define a new embedded HTTP or HTTPS server.
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On the next page

%3 Anway Synchrony Gateway Interchange - root administrator on localhost - Mozilla Firefox

I ﬂ |http:,l’,l’localhost:SDBDIui,l'partycfg,l'local,l’DeIiveryExchangeWiz

Choose message
protocol

Choose transport
protocol

Choose HTTP transport
type

Enter HTTP server
settings

Enter HTTP URL

Name the delivery
exchange

ol

Configure the HTTP server

Delivery exchange for receiving messages from partners
Community: Customer Name

Complete the following fields for this transport server

Server name:s IEmbedded HTPPS Server
[Exarnple: My Server)

|4443

Port:

¥ Clients must use SSL to connect to this server

Mote: You must add a certificate for this server after completing this wizard

[ This server requires client authentication. The partner must present an authentication
certificate trusted by the server when connecting.

Cangel | « Back | Next »

| Fertig

1. choose some name for your embedded HTTPS server (just helps to identify this delivery
exchange if you will define more than one),

S

2. choose a port for your HTTPS server. 443 is the standard port HTTPS, but if you install on a
UNIX system it might be a good idea to choose a port number greater than 1024 to allow
other users than the super user to start your system. In any case, make sure that the port
number you chose is not used by any other application on your system.

3. Select “Clients must use SSL to connect to this server” and deselect “This server
requires client-side certificate authentication”.
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On the next page you may select another last component for the URL of the Communication
Endpoint used by the just defined server. With this URL your communication partner (the
Telekom) will contact your site. This URL will become part of the Collaboration Protocol
Agreement (CPA) providing the basis for the communication, and you should provide this
information to Telekom for building the CPA.

%3 Anway Synchrony Gateway Interchange - root administrator on localhost - Mozilla Firefox = | Ellil

I |:] |http:,l’,l’localhost:SDBDIui,l’partycfg,l’localIDeIiveryExchangeWiz 7:\?

Configure URL

Choose message Delivery exchange for receiving messages from partners

tocol .
Bt Community: Customer Name

Choose transport

protocol Enter the last component of the path that partners will use to send messages to this server,

& good choice for this value would be one of the community's routing IDs, and the default
Choose HTTP transport | routing ID has been supplied as a suggestion,

type

Enter HTTP server
settings URL:# https://DBNMESF: 4443/exchange/ | EHREE

Enter HTTP URL

Name the delivery

exchange (Cancel| «Back| Newt» | Finish|

< | »

Fertig 4
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What needs to be done next is to provide a certificate which is used as SSL server certificate.
Usually we suggest to use the same certificate for this purpose as for signing messages, your
community certificate created as described in section 3.2.1. Therefore it is necessary to export
this certificate first. You can do so by selecting the Certificates item in your community
navigation graphic. The community navigation graphic (the upper part of the next picture) for
your community is always shown if you select your community in the Trading configuration
main menu.

If you select Certificates you will see a page like this:

¥ Axway Synchrony Interchange - Karl H. Bonacker on localhost - Mozilla Firefox

Datei  Bearbeiten  Ansicht  Chromik  Lesezeichen  Extras  Hilfe

| Axway Synchrony Interchange - Karl ... | [ | Axway Synchrony Interchange - ... Q | -

T ) N
A -m = gquradmg configuration ke ‘ Help Synchrony EndPoint Activator Logout
asummaw - g — =
. I B — —_— — *EII Dﬂ:“w —.
It it
Properties delvery SR e e Trading partners
[§] cortificates B — — — "! — 4
. Integration Message Collsboration HT TR

Routing IDs pickup hand|ér settings Proity
B Cortact
Pick a certificate
Community: KarlsCommunity

Personal certificates | Trusted root certificates | Trusted SSL root certificates |

Default signing certificate is: EKar\sCUmmunity Hhd

Default encryption certificate is: KarlsCommunity =

Cefault certificate for S5L client authentication is: | <none> hd

Save changes

Mame Subject name Gtate Usage Expiration date ™

KarlsCommunity KarlsCommunity Operational Encryption and signing Dez 5, 2008 05:17:35 PM CET Delate
Or pick a task

&dd a certificate

Add a trusted root certificate

&dd a trusted root certificate for SSL servers

Delete this community

Click on the Name of your community (KarlsCommunity in the example above).
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On the next page select Export this certificate.

nacker on localhost - M

Datei  Bearbeiten  Ansicht  Chromik  Lesezeichen  Extras  Hilfe

| Axway Synchrony Interchange - Karl ... [ || Axway Synchrony Interchange - ... G | -
Y - "
gquradmg configuration ) ‘ Help Synchrony EndPoint Activator Logout

View certificate

Community: KarlsCommunity

General | Details | Trusts |

Mame:# |KarIsCDmmumty|
This is the default signing certificate.

This is the default encryption certificate.

Intended usage: Encryption and signing

State: Operational

Issued to KarlsComrmunity

Issuer: KarlsComrmunity

walid from: 12/05/2006 to 12/05/2008

Save changes

Or pick a task

Export this certificate

Delete this certificate

&dd a certificate

Make this the certificate for SSL client authentication
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Choose PKCS #12 (.p12) as format for the file. You may protect the export file by password, but
you need not.

Choose the format you want to use for the certificate export

You want one of these options if you plan to give a copy of the certificate file to partners.

© DER encoded hinary %.509 (.cer)
© Cryptographic Message Syntax Standard PKCS #7 (.p7h, .p7c)
I Include all certificates in the certification path if possible

Or, you can export the private key with the certificate by choosing the following format

Warning: This can jeopardize the security of your private key if yvou export to your file system or network,
Extreme caution is recommended.

Password: I

Confirm password: I

Export certificate | Close |

=
4| | »

Export the certificate, choose a location for the export file.
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Now you can configure this certificate to be used as SSL server certificate. On the summery page
of your community (which you see if you select your community from the Trading
configuration main menu) you will see the task Complete the Embedded HTTPS transport

for message protocol ‘ebXML’.

D) Axway Synchrony Interchange - Karl H. Bonacker on localhost - Mozilla Firefox

Datei  Bearbeiten  Ansicht  Chromik  Lesezeichen  Extras  Hilfe

| Axway Synchrony Interchange - Karl ... | [ | Axway Synchrony Interchange - ... G |

25 PR
@ 'rading configuration i ~ Help

Synchrony EndPoint Activator Logout

g Sumrmary " — @‘—- -+ -q ’Delluery p—" EFE
Properties Inta?ratmn uaflsds;]ge Pickup exchange Trading partners
[§] cortificates B — — '] — 4

HTTR

. Intagrauun Message
Routing IDs foneo: Cu;lahur;tmn P

pickup
B Cortact
Summary: KarlsCommunity

Contact name: Karl Heinz Bonacker
E-mail address: Karl-Heinz.honacker@external.t.mohile.de

Trading summary | Trading configuration |

Trading statistics for the last I 1 hour =|  Update

Mo statistics have been gathered. click update to retrieve them,

You must complete the following tasks before this community can trade:

¥ Complete the Embedded HTTPS transport for messane protocol 'ebxmL’

Or pick a task

Add a partner to this community

Show collaboration settings

Change an embedded transport server

Enable all pickup exchanges for receiving partner messages
Disable all pickup exchanges for receiving partner messages
Add default integration exchanges

Delete this community

Export this community's profile

Manage CPAS

Click that and you will see the following page:
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-."‘-_)_Axway Synchrony Interchange - Karl H. Bonacker on localhost - Mozilla Firefox

Datei  Bearbeiten  Ansicht  Chromik  Lesezeichen  Extras  Hilfe

|| Axway Synchrony Interchange - Karl ... | l | Axway Synchrony Interchange - ... G ]

ijTradmg configuration ke % ‘ Help Synchrony EndPoint Activator Logout

Surnrary ‘- _—— o7

d 1 — @‘-‘ *T‘ Defivery -8
"tE 'aW" Meszage Fickup exchange
Freperies F ualldan%n " T ading partners
[§] cortificates — il — 4
. Intagrauun Massage HTTR

Routing IDs i foneo: Cullahur;tmn P
B Cortact

Change this embedded transport server

Community: KarlsCommunity

Settings | Advanced ‘

Name:+ |Embedded HTTPS Server

Host: |dbn331&|

Port:# |4443

¥ This server does not have an SSL authentication certificate. Add an SSL authentication certificate

" This server requires client-side certificate authentication. Use the partner's certificate to authenticate the partner's identity when a connection
is made to this server,

Save changes

You must complete the following tasks before this server will run:

¥ 2dd an 550 authentication certificate

Or pick a task

Eemove this embedded server

Select Add an SSL authentication certificate, and select Import a certificate and private key
from the file in the following dialogue:

Add a certificate

Server: Embedded HTTPS Server (HTTPS)
Choose how you would like to add the certificate.

‘ Add certificate
Select CA definition

Choose certificate C Create a self—signed certificate
type

Review request  Retrieve a certificate from a certificate authority

View certificate

details
Cancel | Mext » -

=
1| | »

Then import the file with your community certificate which has been created as described above.
You will need to provide a password only if you have protected your file by password during the
export.
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i L Y ELEE
i Surnrnary G Conkact &
[E] Properses Ingearation
@ Certificates I'?..

. Tntegration
Routing IDs e

ok

Mezrage  Pickup echange
dation Trading partners

_— ‘ — e}
Hessage Collaboration
e

HTTP
hiandier e Prosy

| g — =
— o Delivery ‘—_.ﬂ
wal
—

Change this embedded transport server

Community: Kehls-P¢
Server type: HTTPS

Settings | Advanced |

Server name:+ [Embedded HTTPS Served
Host: [pENaz1A
Part:# 4443

[IThis server requires clisnt authentication. The partner must present an authentication certificate trusted by the server when connecting.

SSL server certificate: Kohls-PC

Save changes | Cancel

Or pick a task

FManage all embedded servers
M Change the SSL server certificate

3.4 Integration delivery

The last step is the configuration for routing received messages to integration.

] http:/flocalhost: 6080 - Axway Synchrony Interchange - root administrator on localhost - Mozilla Firefox

EEX
Ead

Choose transport protocol
Delivery exchange for routing received messages to integration
Choose transport
protocol Choose a transport protocol to add.
Enter transport
settings OFTR
Mame the delivery OsrFrp
exchange OFile system
ZIFile system with message metadata
O ms
O 1BM MQSerias
O weh services API client
Cancel | Mext =
A
< | >
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Please affirm “File system with message metadata”. The files will be stored in the directory
defined in the following screen:

%) http:Hlocalhost: 6080 - Axway Synchrony Interchange - root administrator on localhost - Mozilla Firefox |Z||E|[g|
i a
)
Configure the file system settings
ChUUSEIt"a"SPU"t Delivery exchange for routing received messages to integration
protoco Complete the following fields for this transport.
Enter file system
settings ¥ Enter the directory path., This must be a directory on the trading engine server's
file system. If the directory does not exist, the system creates it. If you use the
Name the delivery trading engine in a multiple computer cluster, make sure the directory is shared.
exchange
Directory name: |C:/cyclune/commun/data/in|
Browse...
[Example: Civtemnp or fusntemp)
Cancel | « Back | MNext »l Finishl
hs
< | =

Telekom suggests the directory “common/data/in” under the installation directory.

Besides the last issue “Add a trading partner” the Community is ready!

4 Complete Setup, Install a CPA

To complete the configuration you have to add the Telekom trading partner. Adding the trading
partner will be executed by importing a “CPA” (Collaboration Protocol Agreement). This CPA
will be built by Telekom.
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4.1 Data to send to Telekom

To enable Telekom to build the CPA, some information about your site is necessary.

Please send the following information to Telekom:
e Your Community Name
e Your Routing Id
e Your Certificate

e Your Communication Endpoint

You have chosen your Community Name and your Routing Id when you have set up your
community. Your Communication Endpoint is what is shown as ‘Location’ in the list of your

Delivery exchanges.

In the next chapter it is described how to extract your certificate.

4.2 Export Certificate

Use this procedure to export your community certificate to a file.

In your community area of the user interface, go to the summary page.

3 Axway Synchrony Interchange - Ralf Mierbach on localhost - Microsoft Internet Explorer bereitgestellt von T-Systems =] B3
Datel Bearbeiten Ansicht  Favoriten  Extras 7 | 'F
B | 4t | @isuchen GiFaveriten (% | T S e a4
Adresse I@ http: jilacalhost: 6080 uijpartycfaflocalf Summary?party[d=262 j | Links

—_

“_i a ; == Ei “Tradlng corfiguration i - |He|p Synchrony EndPoint Activator Logout =

Surnmmary
(=] I — I}—- 4.ll Delwar-,- h—" ’”!l

— I

; Mesz ag
Properties deFuew uahdauon Trading partrers
[F] certificates — " 1

Integrau on Message
Routing IDs ik Col\aboratlon e

pickup
B Cortact

Summary: mierbach

Contact name: Ralf Mierbach
E-mail address: Ralf Mierbach@t-mobile.de

Trading summary I Trading configuration I

P —— |

e

(& ’_ l_ l_ Lokales Intranet

Click Certificates on the community navigation graphic on the top of the summary page.
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a Axrway Synchrony Interchange - Ralf Mierbach on localhost - Microsoft Internet Explorer bereitgestellt von T-Systems
Datei Bearbeiten  Ansicht  Fawvoriben  Extras 2 ‘ :F
W Zurick - o= - @ 7t | @Su:hen (] Favoriten 8 ‘ %v =h - E Sal
Adresse |g“| http: | flocalhast:6080{uijpartycfa/lacal/Certificates?partyld=262 j | Links **
; —
. . -
gngrading corfiguration I - | Help Synchrony EndPoint Activator Logout —
& surmery - I} g — =
: | — —_— — ko Deﬂ“\’éf? — e
N e L) i
Properties Hatvary oifaat Fickup sdenae Trading partriers
[F] certificates B — — 1
Rasngios  TUEIT RNHE collabaraen
G Contact
Pick a certificate
Community: mierbach
Personal certificates I Trusted root certificates I Trusted SSL root certificates |
Default signing certificate is:
Default encryption certificate is: |mierbach720070205720090206j
Default certificate for SSL client authentication is: |<nnne> j
Save changasl i
Mame Subject name State Usage Expiration date ™
mierbach 20070205 20090206 mierbach Operational Encryption and signing Feb 6, 2009 09:29:12 AM CET Deletel
-
4] | »
,_,_,_ (2 Lokales Intranet v

|®j Fertig

Click on the name of the certificate to open the certificate information page.

a Axrway Synchrony Interchange - Ralf Mierbach on localhost - Microsoft Internet Explorer bereitgestellt von T-Systems
Datei Bearbeiten  Ansicht  Fawvoriben  Extras 2 ‘ :F
W Zurick - o= - @ 7t | @Su:hen (] Favoriten 8 ‘ %v =h - E Sal
Adresse Iﬁj hktp: | flocalhast:6080fuifpartycfg/local/ Certificate ?party [d=2628rertificateId=C117075055344 7. 1999@dbn 1 17d_cn j | Links **
= —
22 Trading Configu,—atmnl::I- - | Help Synchrony EndPoint Activator Logout —
View certificate
Community: mierbach
General | Details | Trusts |
Name:# |mlerbachf200?0205720090206
This is the default signing certificate,
This is the default encryption certificate.
Intended usage: Encryption and signing
State: Operational
Issued to: mierbach
Issuer: mierbach
Valid from: 02/06/2007 to 02/06,/2009
Save changes
Or pick a task
Ezport this certificate
Delete this certificate
4dd 3 certificate
Make this the certificate for SS1 client authentication f
4 | _>|_I
l_l_’_ (28 Lokales Inkranet y

|@ Fettig

Click Export this certificate to open the certificate export page.
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/) Axway Synchrony Interchange - Ralf Mierbach on localhost - Microsoft Internet Explorer bereitgestellt von T-Systems

Choose the format you want to use for the certificate export

You want one of these options if you plan to give a copy of the certificate file to partners.

 DER. encoded binary ¥.509 (.cer
& Cryptographic Message Syntax Standard PKCS #7 (.p7hb, .p7c)

nclude all certificates in the certification path if possible

Or, you can export the private key with the certificate by choosing the following format

Warning: This can jeopardize the security of your private key if you export to your file system or network,
Extreme caution is recommended,

 persanal Information Exchange PKCS #12 (.p12, .pfx)

Password: I

Canfirm password: |

Export cerificate I Close |

[~
4

&) Fertig l_ l_ l_ Lokales Intranet

Select the export option “Cryptographic Message Syntax Standard PKCS #7 (.p7b, .p7¢)” and
activate the checkbox “Include all certificates in the certification path if possible™.

Click Export certificate to save the certificate in a file.

Please send this file together with your community name, your Routing Id and your
communication endpoint to your contact at Telekom, so that the CPA-XML-document

can be created.

4.3 Import CPA

After you get the CPA file from Telekom, you can finish the configuration by importing the CPA
file.

In your community area, go to the summary page for your community

Installation and Configuration Axway Activator Page 40



2013-01-28

a Axrway Synchrony Interchange - Ralf Mierbach on localhost - Microsoft Internet Explorer bereitgestellt von T-Systems

Datei Bearbeiten  Ansicht  Fawvoriben  Extras 2 ‘ :F
W Zurick - o= - @ 7t | @Su:hen (] Favoriten 8 ‘ %v =h - E Sal
Adresse Iﬁj http:/ lacalhost:6080/uifpartycfgflocal/Summary Ppartyld=262 j | Links **

—
: : -
gTrading configuratmnhj Help Synchrony EndPoint Activator Logout =
-
g Surnrnary - i — —
: | — —_— — L Deﬂuverv =
i ntegration Meszage Pickup exchange
Properies defivery validation F Trading partnars
[§] certificates B — — — il — 1
Integration Message i
Reuting 1Ds pickup handler C°L|§tbt?n';§'°" Prosy

G Contact
Summary: mierbach

Contact name: Ralf Mierbach
E-mail address; Ralf Mierbach@t-mabile.de

Trading summary I Trading configuration
Trading statistics for the last Il hour 'l Updste

Mo statistics have been gathered. click update to retrieve them.

Or pick a task

4dd 3 partner to this communit

Show collsboration settings

Change an embedded transport server

Enable all pickup exchanges for receiving partner messages

Disable all pickup exchanges for receiving partner messages

Add default integration exchanges

Delete this community —

Export this community's profile

Manage CPAS =

o o
4

4]

|@ ’_ l_ l_ (28 Lokales Inkranet

Click on the Manage CPAs link at the bottom of the community summary page.
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Datei Bearbeiten  Ansicht  Fawvoriben  Extras 2 ‘ :F
W Zurick - o= - @ 7t | @Su:hen (] Favoriten 8 ‘ %' E] M E dd
Adresse |@ http: | flacalhast:6080fuijpartycfaflocal/ManageCpas?partyld=262 j | Links **
. —T
“ﬁw ENETNONE gTrading configuratmnm Help Synchrony EndPoint Activator Logout —
g Surnmary I} i — -
e — —lo— o, =@
. rteqrati M Pi
Properties deers validation R smchanas Trading partners
[F] certificates B — — — ‘ — 1
Int: t Message v HTTP
Routing IDs itk handler Callabration Prosy
G Contact

Manage CPAs

Community: mierbach

CPA ID Partner name Start date End date Views
There are no CPAs for this community

Or pick a task

Import 3 CRA
Manage CP4 templates l

Clone CR&s
4 | _>|J
|@ ,7’7,7 (2E Lokales Intranet A

To import a CPA, click Import a CPA.

¥ Axway Synchrony Gateway Interchange - root administrator on localhost - Mozilla Firefox: = IDlil

I |j |http:,l',l'localhost:6080,l'ui,l'partycfg,l'locaI,I'Importhpa?partyId=962 L?

HeIE

3

Import a CPA

Community: Customer Name
Impart the CPa from a file

LIRL: % I Durchsuchen.. |

(Example: Cihternp or fusr'termp)

Close _Emgort

4| | »

| Fertig

N

Select Import the CPA from a file and type the path of the CPA file or use the Browse button.
Click Import to import the CPA.

After installing the CPA your system is ready for testing. Please contact the Telekom B2B Team
first communication tests.
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Annex A Choosing the Transport
Protocol for the Delivery Exchange

The delivery exchange is the transport by which you exchange trading documents with your
partner. Before you set up a delivery exchange you need to consider which kind of transport you
would like to use.

In principal, there are two options:

Using SMTP
Using HTTP(S)

Both alternatives have different impact on your infrastructure requirements for the partner
communication. Both alternatives are considered in more detail in the following with respect to
these requirements.

The connection about SMTP is more unsafe, more susceptible to disturbance and has not good
performance as the connection via HTTPS, so the Telekom ebXML gateway supports only
connection via HTPS.

You have to implement communication by HTTP(S).

A.1lUsing SMTP
(not supported by Telekom eb XML gateway)

When using SMTP as the messaging protocol, usually a corporate mail server is used for the
direct communication with your partner. In that case, the Synchrony EndPoint which you are
going to install must be capable to access this SMTP server (usually on port 25) for sending
outgoing mails.

You also need the infrastructure to access incoming messages. There are two possibilities. In both
cases there must be an email address associated with your Synchrony EndPoint, e.g.
B2BGateway@yourCompany.com.

1. You can use a POP server, which maintains a mailbox for you. Your partner addresses this
mailbox when sending messages to you. The EndPoint which you are going to install must be
capable to access this POP server (usually on port 110) for fetching incoming messages.
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Corporate Mailserver Synchrony EndPoint

4———Mails to partner. L IP: ‘ IP: ‘
SMTP port 25 (usually) ‘ POP port 110 (usually)
I T

Req. incoming Message

Mails from partner—— Outgoing Messages:

Picture 1: Using a POP mailbox for incoming messages

Alternatively, you can configure your mail infrastructure in such a way, that e-mails to the given
email address are forwarded to an embedded SMTP Server which is itself part of EndPoint.

Corporate Mailserver Synchrony EndPoint

4———Mails to partner- IP: ‘ IP: ‘
Port:: 25 (usually) Port:: 4025 (example)
h h
Incoming MessagesJ

Mails from partner:

Outgoing Messages:

Picture 2: Forwarding incoming messages per SMTP

The 2nd approach has the advantage that a message can be delivered just when it arrives. If you
use a POP server, Synchrony EndPoint polls the mailbox at certain points in time. While you can
configure the interval for polling, there is certain delay for delivering messages by default.

A.2Using HTTP(S)

When choosing HTTP(S), you must be able to establish a network connection to your
partner’s HTTP(S) server and also your partner must be able to connect your HTTP(S)
server. Your HTTP(S) server is part of your EndPoint, thus it is an embedded HTTP
server.

In general, for calling your partner’s HTTP(S) server the system on which you install
EndPoint either needs direct access to the Internet or you use an HTTP proxy which
provides this access. The latter is recommended for security reasons, and shown in
picture 3. Use of a proxy server can be configured within Synchrony EndPoint. Of
course, the EndPoint which you are going to install must be capable to access this proxy.
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HTTP Proxy Synchrony EndPoint

P: IP:

4-HTTPS request (outgoing message)—

HTTP port 3128 (usually) Embedded HTTP Server, port 4025 (example)

= ~

HTTPS request (utgoing Message)

SSL-Offloader

HTTP reqeust (incoming Message)

URL: Https://B2BGateway.yourCompany.com

HTTP port 443 (usually)

HTTPS regeust (incoming message)J

Picture 3: Connecting via HTTPS using an HTTP Proxy and an SSL.Offloader

Beside establishing connectivity to you your partner’s system, enabling access to the
embedded HTTP(S) server of your own EndPoint usually is the more critical task. In
general, this requires that your system is accessible from the Internet, more precisely, that
port of your system on which the embedded HTTP(S) server of EndPoint listens. This
port is configurable, the default is 4080 if you use HTTP. If you choose to use HTTPS
you may select the standard port 443 for that service, or any other, 4443 for example. But
for security reasons you will probably not allow direct connections from the Internet to
your Synchrony EndPoint. Instead you might choose to connect terminate the SSL
connection on an SSL Offloader. This infrastructure component is the SSL endpoint of
the communication (and maintains the SSL server certificate), and forwards the received
requests via HTTP (without SSL encryption) to the Synchrony EndPoint.
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